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Factors Limiting Local Law Enforcement against Digital Crime
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Unlike other crimes, the digital crime involves the use of electronic and computer systems. The mode of this crime makes it very difficult to fight or enforce the law against it.  Several factors limit efforts to enforce the law against the crime mentioned above.  They include the identity of the persons involved in the offense, the nature of the evidence, shoddy reporting and lack of data, and the cost, time and efforts incurred in investigation and prosecution (Yar, 2013.p 98).

It is not easy to identify the user of the Internet anywhere at any time. This is because there are no requirements to be met before someone can log in to connect and that makes the use of Internet free worldwide. Thus, cybercriminals hide their identity by the use of various gadgets to make it hard to trace the Internet. When it comes to evidence, there is no physical evidence like in terrestrial crimes. The only evidence available is just little footprints on electrical systems used by these criminals, and in most cases, they destroy those footprints. Hence, it becomes tough to convince the court of such evidence. Lack of reliable data and information about digital crime has led to lack of awareness, and hence it is difficult to solve the problem.  Due to the anonymity of cybercriminals and the weak nature of evidence, a lot of time and money is used to investigate, and in many instances, no persons are arrested and punished for the crime (Dutelle, 2016.p 56).

While collecting evidence, it is important to note that digital crime requires special techniques. For communication gadgets, one ought to prevent any data receiving or transmission once they get hold of them. For computers and other electronics, it is good to ensure that their power is on before collecting the evidence. After obtaining, preserve the evidence in a way that it cannot be destroyed and make sure their power state is as it was found. Preserve it in a signal blocking material or area. While transporting, always ensure that there are no magnetic fields like radio speakers near the evidence. Other things to be cautious about are seat heaters since they produce static electricity. On the other hand, transport the devices in a manner that they cannot be damaged.  Digital evidence should be stored in line with agency’s policies and an area that has no critical temperature or humidity.  

The chain of custody is essential in digital crime since it gives the investigator a chance to prove or show to the court if the evidenced was copied or not. It also helps someone in defending themselves from the opposing side in case they want to dismiss the evidence presented (Cole, Smith, & DeJong, 2017.p 94). 
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